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Abstract: 

NOVELTY - The blu-ray disk-read only memory (BD-ROM) has a permanent information and control 
data (PIC) zone in which copy protection-related information (CP!) and identification information 
(CPI f lag) indicating recording/ non-recording of the copy protection-related information are recorded 
as a wobbled pre-pit type.... blu-ray disk-read only memory forming apparatus; blu-ray disk-read 

only memory reproducing apparatus; and blu-ray disk-read only memory reproduction method 

USE - Blu-ray disk-read only memory (BD-ROM) for use with recorder, player ADVANTAGE - 

Protects blu ray disk-read only memory from illegal copy effectively, and performs easy distinction 

between legal and illegal blu-ray disk-read only memory Disclosed herein are a recording 

medium, an apparatus for forming the recording medium, and an apparatus and method for 
reproducing the recording medium. CPI (Copy Protection-related Information), identification 

information (CPI BD-ROM formatter includes a copy protection control chip (CPCC). Inputted to 

the CPCC of the BD-ROM formatter is a contents authoring code file provided by the contents 
provider, which contains control data, such as CPI and a CPI flag, and main data such as an A/V 
stream. The BD-ROM formatter separates the control data and main data from the inputted contents 
authoring code file through the CPCC and formats the separated control data and main data such 
that they are suitable to a BD-ROM standard. Thereafter, the mastering machine makes a mass- 

copyable master using the output of the BD-ROM formatter inputted thereto For legal disc 

making, a legal contents authoring code file containing control data, such as legal CPI and a legal 
CPI flag, and main data is applied to the BD-ROM formatter. For example, here a disc to be legally 
made is of a copy protected mode type, legal contents authoring code file containing CPI and 
'CPI_Flag= 1 ' is inputted to the BD-ROM formatter. Alternatively, where a disc to be legally made is 
of a copy free mode type, a legal contents authoring code file containing no CPI and only 
'CPI_Flag=0' is inputted to the BD-ROM formatter. The BD-ROM formatter formats the legal control 
data and main data separated through the CPCC such that they are suitable to the BD-ROM 
standard, and the mastering machine makes a master. However, in the case where the illegal disc 



copying is attempted, only a data stream, or main data, illegally stored in the storage medium is 
inputted to the BD-ROM formatter, or an illegal contents authoring code file containing the main 
data and illegal control data is inputted to the BD-ROM formatter. In this case, the BD-ROM 
formatter formats wrong control data containing a CPI flag fixed at 'CPI_Flag= 1 ' and wrong CPI or 

no CPI, and the main data the optical disc, and compulsorily stops a data playback operation 

upon judging that the disc has been illegally copied. Therefore, it is possible to effectively protect an 
optical disc from illegal copying, make an accurate and easy distinction between a legally made 
optical disc and an illegally made optical disc, and 

Claims: 

1 . A recording medium. comprising:a specific area in which copy protection-related information 
and identification information indicative of recording or non-recording of the copy protection-related 

information are recorded as a wobbled pre-pit type The invention claimed is: 1 . A computer 

readable recording medium for use in an apparatus for reproducing data stored in the computer 
readable recording medium, comprising: a specific area in which copy protection-related 
information and identification information indicative of recording or non-recording of the copy 
protection-related information are recorded as a wobbled pre-pit type, the copy protection-related 
information and the identification information causing the apparatus to determine whether or not the 
data is copied on the computer readable recording medium through a legal process. 
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Abstract . 

The method involves physically embedding an identification signal group in a writable optica! disk. A 
second identification signal group is stored in a file written on the writable optical disk. On initiation 
of interaction between an interaction system and the writable optica! disk, a representation of the 
two identification signal groups is transferred to a signal processing unit of the interaction system. 
The two identification signals group representation in the signa! processing unit and continuing 
interaction are compared between the interaction system and the writable optical disk only when 

the comparison between the two identification signal group representations is positive A 

transferred file is decoded prior to processing by the processing unit. Where the interaction system 
has a third identification signal group associated with it, the method involves transferring a 
representation of the third identification signal group to the signa! processing unit of the 
interaction system. The third and first identification signa! group representations are compared in 
the signal processing unit. Continuing interaction between the interaction system and the writable 
optical disk only when the com parison between the first and third identification signa! group 
representations is positive... disruptions provided by the laser beam are selected to provide human 
readable and/ or machine readable patterns. To reduce the damage to portions of the optical disk 
other than the storage layer, the storage layer is exposed to the laser beam prior to curing, or prior 
to applying and curing the lacquer layer. The optical disk can be of the type with data written 
thereon during fabrication, or the disk can be of the type in which data can be impressed thereon after 
fabrication of the optical disk. The patterns on the optical disk can be in the form of optical bar 
codes. In one application of the present invention involving the type of disk on which data can be 
written after fabrication... 

Claims: 

A method of protecting files stored on an optica! writable disk, said method comprising the steps 
of:physicaily embedding a first identification signal group in a writable optical disk;storing a 
second identification signal group in a file written on said writable optical disk;on initiation of 
interaction between an interaction system and said writable optical disk, transferring a 
representation of said first and said second identification signal group to a signal processing unit of 
said interaction system comparing said first and said second identification signal group 

representation in said signal processing wherein said interaction system has a third identification 

signal group associated therewith, said method further comprising the steps of transferring a 
representation of said third identification signal group to the signal processing unit of said 
interaction system and comparing said third and first identification signal group representations in 
said signal processing unit and continuing interaction between said interaction system and said 
writable optical disk only when said comparison between said first and third identification signal 
group representations is positive. Basic Derwent Week: 199808 
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Abstract: 

NOVELTY - A portion of a digital video disc (DVD) is encoded with digital content encrypted under a 
content key which is encrypted under a public key and written out of band on another portion of 
the disc. An information handling system (206) is accessed by the player who receives the disc. ... 

USE - For secure key distribution and management for DVD copy protection ADVANTAGE - The 

received compressed and encrypted data is decompressed and decrypted without exposing 
decrypted data or the cryptographic keys, as a result of which the DVD copy protection is not 

compromised DESCRIPTION OF DRAWINGS - The figure shows the block diagram of 

cryptographic system where access to the DVD content is secure... A cryptographic system and 
method for secure distribution and management of cryptographic keys for use in a DVD copy 
protection scheme is disclosed. A DVD disc having compressed, encrypted content written on a 
first portion of the disc, and the content encryption key, itself encrypted with a second key and 
written out of band on a second portion of the disc is used to provide content, key. and control 
information to a DVD drive according to the present invention. The DVD drive is coupled to a 
decompressor and a video controller. The video controller and DVD drive engage in a handshaking 
protocol In which all of the communication between them is encrypted After verifying that the video 
controller is registered and not known to be compromised, the DVD drive passes the content key 
and control information to the video controller, and the compressed, encrypted content to the 
decompressor. The content decompressed by the decompressor is communicated to the video 
controller where It 

Claims: 

secure distribution of digital content, comprising: a) a machine readable medium, a first portion of 
which is encoded with digital content encrypted under a content key, and a second portion of 
which is encoded out of band with a content key encrypted under a public key;b) a player operable 
to receive the machine readable medium and read the contents thereof;c) an information handling 
system coupled to the player; andd) a video controller... Basic Derwent Week: 199936 
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Abstract . 

The information recording medium has a lead- in region and a data recording region Key 
information Is recorded in the lead-in region, and scrambled data are recorded in the data 
recording region. Descrambling is performed based in the key information. First key information 
may be recorded in the lead- in region, and second key information in the data recording region, 
the second key information being converted based on the first key information to allow 

descrambling The data recording region is divided into several sectors, each with an sector 

header for identification, and a main data region. The second key information is recorded in the 
sector header... An information recording medium includes a lead-in area and a data recording 
area Key information is recorded in the lead-in area. Scrambled data is recorded in the data 
recording area. The scrambled data is descrambled based on the key information 



Claims: 

1 . An information recording medium comprising a lead-in area and a data recording area, wherein 
key information is recorded in the lead-in area, scrambled data is recorded in the data recording 

area, and the scrambled data is descrambied based on the key information An information 

recording disk medium comprising a lead-in area and a data recording area, wherein the lead-in 
area is not accessible by devices other than a disk reproducing device, first key information is 
recorded in the lead-in area, scrambled data is recorded in the data recording area and, the 

scrambled data is descrambleable based on the first key information An information recording 

medium comprising a lead-in area not accessible by devices other than a disk reproducing device 
and a data recording area, whereinkey information is recorded in the lead-in area, scrambled data is 
recorded in the data recording area, andthe scrambled data is descrambied based on the key 
information... Basic Derwent Week: 199721 
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51 614723 ( RECORDI NG? CR RECORDABLE? CR W?l TABLE? CR REWI TABLE?) ( 1 N- 

) ( IVEDI A? CR IVEDI UM?) CR CD CR CDS CR CDRCM? CR DVD CR DVDS CR 
M Nl Dl SC? CR BLU( ) RAY? ? CR BLURAY? ? CR ( CO/PACT? CR Dl Gl TAL- 
( ) VERSATI LE? CR M Nl CR OPTI GAL) ( ) ( Dl SC? ? CR Dl SK? ?) 

52 9376157 AREA? ? CR REG CM? ? CR SECTI CN? ? CR SECTCR? ? CR BLOCK? ? 

CR ZCNE? ? CR PCRTI CN? ? CR TRACK? ? 

53 394715 S2( 3N) ( RECORD??? CR WIT??? OR STCR??? CR SAV??? CR ARCHI V- 

???) 

54 79717 S3( 5N) ( PLURAL??? CR MJLTI CR MJLTI PLE CR MJLTI PLI CI TY OR M 

ULTI TUD? CR M3RE( 1 N) CNE OR IVANY CR SEVERAL? CR NU^RCUS? OR V- 
ARI OUS? CR SET CR SETS CR SERI ES? CR CCLLECTI CN? ? CR GRCUP??- 
?? CR ARRAY? ? CR TVD CR SECOND??? CR DUAL) 

55 6803 S1(15N)S4 

56 973425 CODE CR CODES CR KEY CR KEYS CR SI GNATURE? ? 

57 2391 S6( 2 N) (AUTHOR? ? CR AUTHCRI NG? ? CR CREATOR? ? CR STUDI CP ? 

CR V\RI TER? ? OR PRODUCER? ? CR Dl STRI BUTCR? ? CR ( CCPYRI GHT? 
CR Rl GHTS) ( ) HOLDER? ? CR OWNER? ?) CR ASC 

58 208 S7( 5 N) ( ENCRYPT? CR ENCCD? CR ENCI PHER? CR ENCYPHER? CR SEC- 

UR? CR SCRAWL? CR CRYPTCGRAPH?) 

59 2028122 S2( 5 N) ( SECOND??? CR 2ND CR CNE CR OTHER CR ANOTHER? CR Dl F- 

FER? CR SEPARAT? CR Dl STI NCT? CR Dl SCRETE? CR LEAD( ) I N CR STA- 
RT??? CR TABLE( 1 Vy CONTENT? ? CR TOC) 

510 4 S8(15N)S9 

51 1 1507400 S2( 5N) ( FI RST??? CR 1ST CR m N CR PRI M\R? CR DATA CR CONTE- 

NT? CR RECORD???? CR V\RI T????) 

512 86 S7( 5 N) ( DECRYPT? CR DECCD? CR DECIPHER? CR DECYPHER? CR UNS- 

CRA^L? CR UNENCRYPT? CR UNENCCD? CR UNENCI PHER? OR UNENCYPHE- 
R? CR ( NCN CR " NCT" CR T CR W THCUT CR NO) ( 1 Wjf ( ENCRYPT? CR EN- 
CCD? CR ENCI PHER? CR ENCYPHER? CR SECUR? CR SCRAWL?) ) 

513 4 S11(15N)S12 

514 11 S8(15N)S12(15N)(VATCH??? CR CORRESPOND? CR CCRRELAT? CR RE- 

LAT? CR SA^ CR I DENTI GAL? CR EQUAL? CR EQUI VALEN? CR CCVPAR? 
CR ASSCCI AT?) 

51 5 1 1 S5 AND ( S1 0 AND S1 3) OR S1 4 

516 6 (S15 AND PY=1 963: 2003) CR ( S1 5 AND AY=1 963: 2003 AND AC=US) 

51 7 6 I DPAT S1 6 ( sor t ed in dupl i cat el non- dupl i cat e or der ) 

518 49260 S1(7N)S2 

519 13 S18 AND S7 

520 13 S19 NCT S15 

521 10 (S20 AND PY=1 963: 2003) CR ( S20 AND AY=1 963: 2003 AND AC=US) 

522 10 I DPAT S21 ( sor t ed i n dupl i cat el non- dupl i cat e or der ) 

523 430 S7(10N)(VATCH??? CR CORRESPOND? CR CCRRELAT? CR RELAT? CR - 

SA^ CR I DENTI CAL? CR EQUAL? CR EQUI VALEN? CR CCVPAR? CR ASSQ 
CI AT?) 

524 0 S23 AND ( S5 CR S1 8) 

525 22 S23 AND S1 

526 22 S25 NCT ( S1 5 CR S1 9) 

527 11 (S26 AND PY=1 963: 2003) CR ( S26 AND AY=1 963: 2003 AND AC=US) 

528 11 I DPAT S2 7 (sorted in dupl i cat el non- dupl i cat e order) 
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51 363915 ( RECORDI N3? CR REOCRDABLE? CR W?l TABLE? CR REWI TABLE?) ( 1 N- 

) ( MEDI A? CR MEDI UM?) CR CD CR CDS CR CDRCM? CR DVD CR DVDS CR 
M Nl Dl SC? CR BLU( ) RAY? ? CR BLURAY? ? CR ( CO/PACT? CR Dl Gl TAL- 
( ) VERSATI LE? CR M Nl CR OPTI CAL) ( ) ( Dl SC? ? CR Dl SK? ?) 

52 2672151 AREA? ? CR REGI CN? ? CR SECTI CN? ? CR SECTCR? ? CR BLOCK? ? 

CR ZONE? ? CR PCRTI CN? ? CR TRACK? ? 

53 208343 S2( 3N) ( RECCRD??? CR WIT??? OR STCR??? CR SAV??? CR ARCHI V- 

???) 

54 54432 S3( 5N) ( PLURAL??? CR MJLTI CR MJLTI PLE CR MJLTI PLI CI TY OR M 

ULTI TUD? CR M3RE( 1 N) CNE CR MUMY CR SEVERAL? CR NUMEROUS? OR V- 
ARI OUS? CR SET CR SETS CR SERI ES? CR CCLLECTI CN? ? CR GRCUP??- 
?? CR ARRAY? ? CR TVD CR SECCND??? CR DUAL) 

55 5479 S1(15N)S4 

56 700700 CCDE CR CCDES CR KEY CR KEYS CR SI GNATURE? ? 

57 8163 S6( 2 N) (AUTHOR? ? CR AUTHCRI NG? ? CR CREATOR? ? CR STUDI O? ? 

CR V\RI TER? ? CR PRODUCER? ? CR Dl STRI BUTCR? ? CR ( CCPYRI GHT? 
CR Rl GHTS) ( ) HOLDER? ? CR CWvlER? ?) CR ASC 

58 538 S7( 5 N) ( ENCRYPT? CR ENCCD? CR ENCI PHER? CR ENCYPHER? CR SEC- 

UR? CR SCRAWL? CR CRYPTOGRAPH?) 

59 1467712 S2( 5N) ( SECOND??? CR 2ND CR CNE CR OTHER CR ANOTHER? CR Dl F- 

FER? CR SEPARAT? CR Dl STI NCT? CR Dl SCRETE? CR LEAD( ) I N CR STA- 
RT??? CR TABLE( 1 Vy CONTENT? ? CR TCC) 

510 40 S8(20N)S9 

51 1 893939 S2( 5N) ( FI RST??? CR 1ST CR MM N CR PRI M\R? CR DATA CR CONTE- 

NT? CR RECORD???? CR V\RI T????) 

512 196 S7( 5 N) ( DECRYPT? CR DECCD? CR DECIPHER? CR DECYPHER? CR UNS- 

CRAIVBL? CR UNENCRYPT? CR UNENCCD? CR UNENCI PHER? OR UNENCYPHE- 
R? CR ( NCN CR " NJT" CR T CR W THCUT CR NO) ( 1 Wjf ( ENCRYPT? CR EN- 
CCD? CR ENCI PHER? CR ENCYPHER? CR SECUR? CR SCRAM3L?) ) 

513 17 S11(20N)S12 

514 28 S8(15N)S12(15N)(VATCH??? CR CORRESPOND? CR CCRRELAT? CR RE- 

LAT? CR SAME CR I DENTI CAL? CR EQUAL? CR EQUI VALEN? CR COVPAR? 
CR ASSCCI AT?) 
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Set 1 1 errs Descr i pt i on 

51 1042430 ( REOORDI NG? CR RECORDABLE? CR Wl TABLE? CR REWI TABLE?) ( 1 N- 

) ( MEDI A? CR MEDI UM?) CR CD CR CDS CR CDRCM? CR DVD CR DVDS CR 
M NI DI SC? CR BLU( ) RAY? ? CR BLURAY? ? CR ( COVPACT? CR DI Gl TAL- 
( ) VERSATI LE? CR M NI CR CPTI CAL) ( ) ( DI SC? ? CR DI SK? ?) 

52 12641123 AREA? ? CR REGI ON? ? CR SECTI CN? ? CR SECTCR? ? CR BLOCK? ? 

CR ZCNE? ? CR PCRTI CN? ? CR TRACK? ? 

53 130415 S2( 3 N) ( RECORD??? CR WIT??? OR STCR??? CR SAV??? CR ARCHI V- 

???) 

54 14062 S3(5N) ( PLURAL??? CR MJLTI CR MJLTI PLE CR MJLTI PLI CI TY OR M 

ULTI TUD? CR MCRE( 1 N) CNE CR MANY CR SEVERAL? CR NUMEROUS? OR V- 
ARI CUS? CR SET CR SETS CR SERI ES? CR CCLLECTI CN? ? CR GROUP??- 
?? CR ARRAY? ? CR TWJ CR SECOND??? CR DUAL) 

55 738 S1(15N)S4 

56 3012583 CODE CR CODES CR KEY CR KEYS CR SI GNATURE? ? 

57 30260 S6( 2 N) (AUTHOR? ? CR AUTHCRI NG? ? CR CREATOR? ? CR STUDI O? ? 

CR Wl TER? ? OR PRODUCER? ? CR DI STRI BUTCR? ? CR ( CCPYRI GHT? 
CR Rl GHTS) ( ) HOLDER? ? CR CWJER? ?) CR ASC 

58 566 S7( 5 N) ( ENCRYPT? CR ENCCD? CR ENCI PHER? CR ENCYPHER? CR SEO 

UR? CR SCRAM3L? CR CRYPTOGRAPH?) 

59 1437311 S2( 5 N) (SECOND??? CR 2ND CR CNE CR OTHER CR ANOTHER? CR DI F- 

FER? CR SEPARAT? CR DI STI NCT? CR DI SCRETE? CR LEAD( ) I N CR STA- 
RT??? CR TABLE( 1 W CONTENT? ? CR TCC) 

510 1 S8(20N)S9 
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system, involves encrypting information to be sent to data user by server, on determ ining 
that server has permission to transfer information 
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Claims: 

if the step of comparing the check word and the data user public key indicates that the check word 
and the data user public key match, recording permission to transfer the information in an access list; 
encrypting the data owner public key, by the data user, using the data user private key, to provide an 
encrypted data owner public key; sending, from the data user to the data server, the encrypted 
data owner public key and a request to transfer the information to the data user; decrypting the 
encrypted data owner public key using the data user public key, to provide a second check word; 
com paring the second check word and the data owner public key; if the step of comparing the 
second check word and the data owner public key indicates that the second check word and the data 
owner public key match, checking the Basic Derwent Week: 200730... 
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matches respectively w ith check word and preset sequence number 
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Claims: 

the data server, the encrypted combination and a command that gives the data server permission to 
transfer the information to the data user;decrypting the encrypted combination, using the data 



owner public key, to provide a decrypted com bin at ion; par sing the decrypted combination to provide 
a check word and a check number;comparing the check word and the data user public 
key:comparing the check number and an expected sequence number;if the step of comparing the 

check word and the data user public key indicates that the and further if the step of comparing 

the check number and an expected sequence number indicates that the check number and the 
expected sequence number match, recording permission to transfer the information in an access 
list; encrypting the data owner public key, by the data user, using the data user private key, to provide 
an encrypted data owner public key;sending, from the data user to the data server, the encrypted 
data owner public key and a request to transfer the information to the data user;decrypting the 
encrypted data owner public key, using the data user public key, to provide a second check 
word;comparing the second check word and the data owner public key; if the step of comparing the 
second check word and the data owner public key indicates that the second check word and the data 
owner public key match, checking the... Basic Derwent Week: 200652 
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Abstract: 

NOVELTY - A portion of a digital video disc (DVD) is encoded with digital content encrypted under a 
content key which is encrypted under a public key and written out of band on another portion of 
the disc. An information handling system (206) is accessed by the player who receives the disc. ... 

USE - For secure key distribution and management for DVD copy protection ADVANTAGE - The 

received compressed and encrypted data is decompressed and decrypted without exposing 
decrypted data or the cryptographic keys, as a result of which the DVD copy protection is not 

compromised DESCRIPTION OF DRAWINGS - The figure shows the block diagram of 

cryptographic system where access to the DVD content is secure... A cryptographic system and 
method for secure distribution and management of cryptographic keys for use in a DVD copy- 
protection scheme is disclosed. A DVD disc having compressed, encrypted content written on a 
first portion of the disc, and the content encryption key. itself encrypted with a second key and 
written out of band on a second portion of the disc is used to provide content, key, and control 
information to a DVD drive according to the present invention. The DVD drive is coupled to a 
decompressor and a video controller. The video controller and DVD drive engage in a handshaking 
protocol in which all of the communication between them is encrypted. After verifying that the video 
controller is registered and not known to be compromised, the DVD drive passes the content key 
and control information to the video controller, and the compressed, encrypted content to the 
decompressor. The content decompressed by the decompressor is communicated to the video 
controller where it 

Claims: 

secure distribution of digital content, comprising:a) a machine readable medium, a first portion of 
which is encoded with digital content encrypted under a content key, and a second portion of 
which is encoded out of band with a content key encrypted under a public key;b) a player operable 
to receive the machine readable medium and read the contents thereof;c) an information handling 
system coupled to the player; andd) a video controller... Basic Derwent Week: 1 99936 
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I nformation recording medium e.g. CD-ROM etc. - has key information recorded in lead-in 
region, and used for descrambling of data stored in data recording region 
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Abstract: 

The information recording medium has a lead- in region and a data recording region. Key 
information is recorded in the lead-in region, and scrambled data are recorded in the data 
recording region. Descrambling is performed based in the key information. First key information 
may be recorded in the lead-in region, and second key information in the data recording region, 
the second key information being converted based on the first key information to allow 

descrambling The data recording region is divided into several sectors, each with an sector 

header for identification, and a main data region. The second key information is recorded in the 
sector header... An information recording medium includes a lead-in area and a data recording 
area. Key information is recorded in the lead-in area. Scrambled data is recorded in the data 
recording area. The scrambled data is descrambled based on the key information... ... 

Claims: 

1 . An information recording medium comprising a lead-in area and a data recording area, wherein 



key information is recorded in the lead-in area, scrambled data is recorded in the data recording 

area, and the scrambled data is descrambled based on the key information An information 

recording disk medium comprising a lead-in area and a data recording area, wherein the lead-in 
area is not accessible by devices other than a disk reproducing device, first key information is 
recorded in the lead-in area, scrambled data is recorded in the data recording area and, the 

scrambled data is descrambieable based on the first key information An information recording 

medium comprising a lead-in area not accessible by devices other than a disk reproducing device 
and a data recording area, whereinkey information is recorded in the lead-in area, scrambled data is 
recorded in the data recording area, andthe scrambled data is descrambled based on the key 
information... Basic Derwent Week: 199721 
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Claims: 

transponder data from the reader/writer to the central host computer, wherein the reader/ writer 
includes means for transforming the transponder data, for decrypting the encrypted validation 
signature using the public key, comparing the decrypted validation signature to the transformed 
transponder data and transmitting a value change command for the stored value in response to a 
match between the decrypted validation signature and the transformed transponder data. Basic 
Derwent Week: 1 9971 3 
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Disk manufacture control system e.g. for DVD, issues key information to disk manufacturing 
entity if authenticity of key information issue request from manufacturing entity is verified 
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Abstract : 

information issue request from manufacturing entity is verified. The manufacturing entity 
manufactures the disk storing encrypted content obtained by encrypting the content from content 
rights owner and issued key information... issue entity (104). The key information issue request 
(152) is created based on an information recording medium manufacturing request (151) issued by a 
content rights owner (102). The key information issue entity (104) verifies authenticity of the key 
information issue request (152) and, depending on the legitimacy acknowledged as a result of such 

verification an information recording medium manufacturing entity transmits a key information 

issue request created based on information recording medium manufacturing request issued by a 
content rights owner to a key information issue entity, verifies authenticity of the issued request and, 
depending on the legitimacy acknowledged as a result of such verification, issues a key information... 

Claims: 

said content rights owning entity to perform manufacturing processing of an information recording 
medium storing encrypted content; andkey information issue entity providing said information 
recording medium manufacturing entity with a key information block capable of acquiring key 
information for decryption of said encrypted content in response to a key information issue request 

from said information recording medium manufacturing information recording medium 

manufacturing request from said content rights owning entity, and, on condition that said authorized 
request data is verified, provides said key information block for said information recording medium 
manufacturing entity; andsaid information recording medium manufacturing entity comprises a 
configuration capable of manufacturing an information recording medium storing encrypted content 

made by encrypting request| requirement from the said content rights possession entity, and 

stored encryption content, It has a key information issuing entity which provides the said information 
recording-medium manufacture entity with the key information block which can acquire the key 
information which responds to the key information issue request from the said information recording- 
medium manufacture entity, and is applied by this verification processing that they are valid 

requestj requirement data, the said information recording-medium manufacture entity is provided with 
the said key information block, The said information recording-medium manufacture entity, It has 
the structure which manufactures the information recording medium which stored the encryption 

content which encrypted the receipt content from the said said content rights owning entity to 

perform manufacturing processing of an information recording medium storing encrypted content; 
andkey information issue entity providing said information recording medium manufacturing entity 
with a key information block capable of acquiring key information for decryption of said encrypted 
content in response to a key information issue request from said information recording medium 

manufacturing information recording medium manufacturing request from said content rights 

owning entity, and, on condition that said authorized request data is verified, provides said key 
information block for said information recording medium manufacturing entity; andsaid information 
recording medium manufacturing entity comprises a configuration capable of manufacturing an 
information recording medium storing encrypted content made by encrypting... 
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I nformation recording medium e.g. compact disk used with personal computer, has seed 



region arranged such that stored amend studio code and recording medium manufacturer 
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Abstract: 

NOVELTY - The information recording medium has region storing encrypted amend studio code 
(ASC ) and recording medium manufacturer code (DMC). The medium has seed region serving as 
key production information, which is arranged such that none of the codes overlaps with the seed 
region. ... USE - Information recording medium e.g. compact disk (CD), digital versatile disk 
(DVD), DVD-ROM, DVD-video ROM, hard disk and mini disk (MD) used with personal computer (PC), 
CD player, DVD player. MD player and game machine for recording content such as image data, audio 

data, music, movie, game program and other application program ADVANTAGE - Prevents the 

leakage of entity codes in the information recording medium DESCRIPTION OF DRAWINGS - 

The figure shows the storage position of encrypted amend studio code and recording medium 
manufacturer code in the information recording medium. (Drawing includes non-English language 

text) The present invention provides a configuration for preventing each entity code stored In 

information recording media from being leaked. Authoring studio code (ASC) and disc 
manufacturer code (DMC) are encrypted without failure and the encrypted codes are stored in 
information recording media. The data setting location in program map table (PMT) is controlled 
such that these entity codes will not overlap the seed area that provides key generating information, 
so that, if the packet storing the program map table storing authoring studio code (ASC) and disc 
manufacturer code (DMC) is set to an arbitrary position in a content packet sequence, these entity 

codes will not overlap the seed area An arrangement for preventing leakage of entity codes 

stored in an information recording medium . The arrangement ensures that amend studio code 
(ASC) and information recording medium manufacturer code ( DMC) are encrypted and stored in an 
information recording medium . The data setting positions in a program map table ( PMT) are 
controlled such that none of those codes overlaps with a seed region serving as key production 
information. As a result, even if the stored packets of the program map table storing therein the 
amend studio code (ASC) and information recording medium manufacturer code (DMC) are set to 
any position in the content packet sequence, then none of the entity codes overlaps with the seed 
region serving 

Claims: 

1 . An information recording medium storing encrypted content, having a configuration in which 
content and an entity code set for each entity in a manufacturing route of said information recording 
medium , and data included in a certain encryption processing unit is encrypted by a key generated 
on the basis of a seed providing encryption processing key... 
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Blu-ray disk-read only memory for use with player, records copy protection-related 
information and copy protection -related information recording/ non-recording 



identification information, as wobbled pre-pit type 
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Abstract: 

NOVELTY - The blu-ray disk-read only memory (BD-ROM) has a permanent information and control 
data (PIC) zone In which copy protection-related information (CP!) and identification information 
(CPI f lag) indicating recording/ non- recording of the copy protection related information are recorded 
as a wobbled pre-pit type.... blu-ray disk-read only memory forming apparatus; blu-ray disk-read 

only memory reproducing apparatus: and blu-ray disk-read only memory reproduction method 

USE - Blu-ray disk-read only memory (BD-ROM) for use with recorder, player ADVANTAGE - 

Protects blu-ray disk-read only memory from illegal copy effectively, and performs easy distinction 

between legal and illegal blu-ray disk-read only memory Disclosed herein are a recording 

medium , an apparatus for forming the recording medium, and an apparatus and method for 
reproducing the recording medium . CPI (Copy Protection- related Information), identification 

information (CPI BD-ROM formatter includes a copy protection control chip (CPCC). Inputted to 

the CPCC of the BD-ROM formatter is a contents authoring code file provided by the contents 
provider, which contains control data, such as CPI and a CPI flag, and main data such as an A/V 
stream. The BD-ROM formatter separates the control data and main data from the inputted contents 
authoring code file through the CPCC and formats the separated control data and main data such 
that they are suitable to a BD-ROM standard. Thereafter, the mastering machine makes a mass- 

copyable master using the output of the BD-ROM formatter inputted thereto For legal disc 

making, a legal contents authoring code file containing control data, such as legal CPI and a legal 
CPI flag, and main data is applied to the BD-ROM formatter. For example, here a disc to be legally 
made is of a copy protected mode type, legal contents authoring code file containing CPI and 
'CPI_Flag= 1 ' is inputted to the BD-ROM formatter. Alternatively, where a disc to be legally made is 
of a copy free mode type, a legal contents authoring code file containing no CPI and only 
'CPI_Flag=0' is inputted to the BD-ROM formatter. The BD-ROM formatter formats the legal control 
data and main data separated through the CPCC such that they are suitable to the BD-ROM 
standard, and the mastering machine makes a master. However, in the case where the illegal disc 
copying is attempted, only a data stream, or main data, illegally stored in the storage medium is 
inputted to the BD-ROM formatter, or an illegal contents authoring code file containing the main 
data and illegal control data is inputted to the BD-ROM formatter. In this case, the BD-ROM 
formatter formats wrong control data containing a CPI flag fixed at 'CPI_Flag= 1 ' and wrong CPI or 
no CPI , and the main data. .. ...the optical disc, and compulsorily stops a data playback operation 

upon judging that the disc has been illegally copied. Therefore, it is possible to effectively protect an 
optical disc from illegal copying, make an accurate and easy distinction between a legally made 
optical disc and an illegally made optical disc, and 



Claims: 

1 . A recording medium, comprising:a specific area in which copy protection-related information 
and identification information indicative of recording or non-recording of the copy protection-related 

information are recorded as a wobbled pre-pit type The invention claimed is: 1. A computer 

readable recording medium for use in an apparatus for reproducing data stored in the computer 
readable recording medium . comprising: a specific area in which copy protection-related 
information and identification information indicative of recording or non-recording of the copy 
protection-related information are recorded as a wobbled pre-pit type, the copy protection-related 
information and the identification information causing the apparatus to determine whether or not the 
data is copied on the computer readable recording medium through a legal process. 



22/3, K/ 4 (Item 4 from file: 350) 

DIALOG(R) File 350: Derwent WRX 

(c) 2011 Thomson Reuters. All rights reserved. 

Authoring apparatus for video CD, has data output portion to group the keys w ith w hich 
contents have been encrypted, encrypt grouped keys, create grouped encrypted keys and 
output contents to recording medium 

Patent Assignee: SONY CORP (SONY) 
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Abstract: 

The apparatus has a structure creating portion for encrypting input contents (11) with different keys 
and creating a structure for recording the contents on a recording medium e.g. CD (50). A data 
output portion groups the keys with which the contents have been encrypted and encrypts the 
grouped keys. The data output portion creates the grouped encrypted keys and... the contents have 
been encrypted, encrypts grouped keys with a disc key, and creates a key locker. A disc image 
creating portion creates image data to be recorded on a product CD with contents of a first session 
and a second session and the key locker. In accordance with the image data, the CD is produced. 

Since encrypts grouped keys with a disc key, and creates a key locker. A disc image creating 

portion creates image data to be recorded on a product CD with contents of a first session and a 
second session and the key locker, in accordance with the image data, the CD is produced. Since 

Claims: 

structure creating portion for encrypting a plurality of input contents with different keys and creating a 
structure for recording the plurality of contents on a recording medium : anda data output portion 
for grouping the plurality of keys with which the plurality of contents have been encrypted, encrypting 
the grouped keys, creating the grouped encrypted keys, and outputting the plurality of contents in a 
recordable format to the recording medium in accordance with the structure created by the 
structure creating portion, the grouped encrypted keys being output by the data output portion... ... 

What is claimed is: 1 . An authoring apparatus, comprising:a structure creating portion for encrypting a 
plurality of input contents with different keys and creating a structure for recording the plurality of 
contents on a recording medium : anda data output portion for grouping the plurality of keys with 
which the plurality of contents have been encrypted, encrypting the grouped keys, creating the 
grouped encrypted keys, and outputting the plurality of contents in a recordable format to the 
recording medium in accordance with the structure created by the structure creating portion, the 
grouped encrypted keys being output by the data output portion. > ...Basic Derwent Week: EP 
200325486 
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Digital audio content distribution management method e.g. for music, involves recognizing 
distributor's identification code to authenticate user for allowing to playback entire 
compact disk 

Patent Assignee: ONG CORP (ONGO-N); ONG L D (ONGL-I) 
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Abstract: 

PC) (114). If the distributor's identification ( ! D) code Is recognized, the user is identified as an 
authorized person and allowed to playback the entire CD, else allowed to play only a limited portion 
of the CD... by their amplitude increment per short traversal times exceeding a predetermined level, 
and are flagged in the audio data file. A distributor or host I D code is embedded in the audio data file 
designating the authorized source or host environment for playback of the audio data file. A vector- 
decoding-enabled... Basic Derwent Week: 200375 
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Read-only digital optical disk used in commercial field, has default format that encodes 
implementation of variable user data format encoding published works encrypted by 
variable software algorithm 
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Abstract : 

A copy-resistant read-only digital optical disc having encrypted digital data. The copy-resistant read- 
only digital optical disc includes a digital work, a variable user-data format encoding said digital work 

after encryption with a variable software algorithm, an implementation of said variable algorithm, 

and an implementation of said variable user data format encoded in a default format. The encrypted 
digital data is read on an adaptable digital optical disc player, which is adaptable to a user-data 
format described on said copy-resistant read-only digital optical disc made in accordance with this 
invention. A copy-resistant read-only digital optical disc made in accordance with this invention will 



provide necessary user-data format information on the disc in a default format, which is always 
accessible by 

Claims: 

What is claimed is: 1 . An adaptable digital optical disc player for reading encrypted digital data, said 
player comprising: a mechanism that adapts to a copy-resistant read-only digital optical 
disc; wherein said copy-resistant read-only digital optical disc comprises a digital work, a variable 
software algorithm for encrypting said digital work, provided to a processor on said player, where a 
variable user-data format in a second zone encodes said digital work encrypted with said variable 
software algorithm, and a default format in a first zone encodes an implementation of said variable 
user-data format; wherein said first zone is located at an innermost predetermined section of said 
copy-resistant read-only digital optical disc and includes said implementation of said variable user- 
data format encoded in said default for mat; a drive which accepts said read-only digital optical disc 
including said first and second zones including said encrypted digital data and outputs a channel- 
signal stream ; a controller which generates commands which cause said drive to access said first and 
second zones on said read-only digital optical d isc: a default sequencer which accepts commands 
from said controller and said channel-signal stream from said drive and returns a data-byte stream in 
real-time from said read-only digital optical disc through said drive and said default sequencers 
multimedia processor which passes user requests from said adaptable digital optical disc player to 
said controller and receives said encrypted digital work and an implementation of said variable 

software algorithm from said controllers programmable-sequencer which commands and 

programmable- sequencer instructions from said controller and said channel-signal stream from said 
drive, and outputs a data-bit stream; a default ECC-decoder which accepts commands from said 
controller and said data-byte stream from said default sequencers programmable ECC-decoder 
which accepts programmable ECC-decoder commands and instructions from said controller and said 
data-bit stream from said program m able- sequencer: wherein said controller reads said implementation 
of said user-data format in said default format through said default sequencer and said default ECC- 
decoder into said programmable sequencer into said programmable sequencer and reads said 
implementation of said algorithm and said encrypted digital work through said programmable 
sequencer and said programmable ECC decoder; wherein said programmable- sequencer comprises: a 
programmable channel-bit converter which accepts channel configuration data from said controller and 
said channel-signal stream from said... Basic Derwent Week: 200250 
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Unique identification method for digital content on digital content player, by receiving first, 
second and third identifiers, and producing fourth unique identifier based on mathematical 
combination of identifiers 
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Abstract: 

algorithm. Two keys are mathematically related, As a result, the data encrypted using one key are 
undecipherable if the other key is not used, The owner of a key keeps one key (private key) secret, 
and, generally distributes the 2nd key (public key). In order to protect transmission of a secret 
message using a a message, a message owner calculates a message digest (it defines in the bottom) 
first, Then, a message digest is encrypted using an owner's private key. A message is distributed with 
the signature. The receipt side of a message can verify a digital signature by decoding a signature first 
using a message owner's public key, and recoveringl restoring a message digest. Next, the receipt 
side calculates the received digest of a message and compares with the recovered! restored 

digest, When The key 201 is public key or a private key.CLRNGH showing the tooth| gear of a key, 

for example, a clearing house, shows the owner of a key.PB in a handle! steering-wheel shows that it 
is public key, therefore the key 201 is the public key of a clearing house. PV... tool to enable it to 
produce a series of content 1 13 for electronic distribution. For example, ail the content 1 13 can be 
produced from the track| truck with which 1 or more CD which produces from a series of CDs, or is 
test| inspected by the content provider 101 was selected. The pre-processing parameter can be 
automatically. ..regenerate, if it clicks)- Trackltruck name object- Track|truck information object- 
Track| truck lyric button- Trackjtruck lyric object- Trackltruck artist name object- Track| truck credit 
button- Track|truck credit object- CD name object- CD credit button- CD credit object- General 
purpose (configurable) metadata button- General purpose metadata object, othersThe following is 
contained in the function of the end user. ..system of an end user. Grouping of music similar to physical 
CD is stored as a reproduction list. In some cases, a reproduction list emulates CD correctly. (For 
example, when all the track; trucks of commercially available CD are purchased from the electronic 
digital content store 103 as an online edition of CD and are defined by the reproduction list equivalent 
to the. ..follows (it respond| corresponds to Screen 1 601 of an end user interface. ).- 
Reproduction! regeneration- Pause- Stop- It skips back.- It skips to front.- Volume control- 
Track! truck position adjusting- Lyric display- Credit display- CD cover display- Artist picture display- 
Presenting of track; truck information- Display of other metadata- Website visit- Reproduction list- 
Librarian, othersthe inside of implicitness when a digital content librarian digital content librarian 
selects music... Basic Derwent Week: 200158 
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Abstract: 

NOVELTY - Optical disk (10) has a title identifier (ID) code to identify digital data, and classification 
code. Disk reader (30) reads and indicates the code and title I D to process and memory circuit (42). 
A recorder (31 ) controlled by processing unit, prohibits from making further copies, and perm its to 
make only single copy from original disk, or does not restrict number of copies to be made by the 
code. USE - Used for limiting the number of copies of recorded data during recording information from 

original disk to another disk such as DVD , CD-ROM ADVANTAGE - Makes use of barcode 

technology for providing copy protection for recording medium. Hence prevents unauthorized 
copies. Copy protection including single copy capability can effectively realized... Copy protection for 
an original recordable medium such as an optical disk having at least one recording surface which 
records digital information, including the digital information having a title ID code which identifies the 
digital information; and a copy classification code for the digital information which indicates to a 
recorder whether it is prohibited from making copies, permitted to make only a single copy or does... 

Claims: 

from an original disk having at least one recording surface which has a title I D that identifies the 
digital information, and having a copy classification code for the digital information identified by the 
title ID which indicates to a recorder whether the recorder is prohibited from making copies, permitted 

to make only a original or does not restrict the number of copies to be made in a copying session, 

comprising: (a) means for reading and storing a unique code from a bar code on the recordable 
medium , the unique code identifying the original disk;(b) means for reading the title I D and the 
copy classification code from the original disk and for storing the title ID and the copy classification 
code on the first recordable disk responsive to the unique code; and(c) means responsive to the 
unique code, the title I D and the copy classification code for controlling the recorder including means 
responsive to the copy classification code for preventing the recorder from making a copy onto a 
second recordable disk in the copying session. Basic Derwent Week: 200040 
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Programmable code system for remotely controlling sw itching functions - uses multiple 
channels between transm itter and receiver, for conveying numerical code by infrared 
signals, for driving remote actuator 
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Abstract: 

The code is assembled hierarchically from plural partial codes, e.g. a producer code, set by encoder 



(30), a distributor code, set by encoder (40), an installer code, set by encoder (50), an end-user 
persona! code, set by encoder (60). The partial codes are assembled... 

Claims: 

said) at least one encoding devices (30, 40, 50, 60) being adapted to supply to and store into said 
transmitter (10) and receiver (20) a portion or partial code (Cp, Cd, Ci, Cu) of said enabling code 
(CODE). ... Basic Derwent Week: 199906... 
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Digital writing object distributing system for e.g. software, electronic publication used in 
CD-ROM, network environment - has term inal equipment to read and write information on 
memory medium at predeterm ined storing place identified by identification code 
Patent Assignee: HITACHI LTD (HITA) 
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Abstract: 

digital content updating unit of the terminal system transmits to a distributor a request for 
transmission of the digital content together with a user profiie code. The distributor refers to a user 
management file to check the validity of the user profile code and the number of times of distribution. 
If they are valid, the latest edition 

Claims: 

content, comprising: a drive unit for making an access to information in a storage medium mounted 
thereto, the storage medium having a read only storage area and a rewritable storage area; a 
digital content access permitting section, including a judging section connected to said drive unit for 
reading a code from a predetermined location on said storage medium and judging whether or... Basic 
Derwent Week: 199814 
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Computer system for converting video information from uncompressed format to desired 
format, has memory for storing application having codes for processing raw video 
information and perform ing disk authoring operation 
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Abstract: 

NOVELTY - Memory e.g. RAM (870) stores integrated software application having code to resize raw 



video information to size associated with desired output media format. A disk authoring code for 
multiplexing elementary video stream into desired output media format and TV standard, to obtain 

video and audio information in presentation format is stored in raw video information in 

uncompressed format to frame rate associated with desired TV standard is stored in memory. An 
INDEPENDENT CLAIM is included for computer recordable medium for storing program for 
converting video information... ... Basic Derwent Week: 201 118... 
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I nformation providing apparatus for distribut ion of music, video data, com pares encryption 
data using authentication key w ith received encryption data 
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Claims: 

A recording means to record content data memorize! stored in the memory| storage means on an 

external storage medium : I nformation recording management means which manages 

operation! movement of the said recording means; 1 st internal certification! authentication means to 

certify! authenticate whether the said content data is content key with a root key (Kroot);the 

authoring device including: means for receiving the content identifier (CID), authoring key enabling 
key (CEK) and the authoring key (CED) from the authoring key generator; means for storing 
content corresponding to the content identifier (CID);means for storing the content identifier (CI D), 
authoring key enabling key (CEK) and the authoring key (CED);means for decrypting... Basic Derwent 
Week: 200338 
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Digital signature calculation system for securing program codes, obtains digital signature 
for signature target data from calculated partial signatures, using secret key of program 
code owner 
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Claims: 

a network; and remote hosts in the network which can be visited by the mobile agent, wherein:the 
base host includes: an agent execution environment corresponding to the base host for letting the 
mobile agent execute its program code;a random number generation means for generating random 
numbers;a partial signature auxiliary data generation means to which the random numbers generated 
by the random number generation means and a secret key of the owner of the mobile agent are 
inputted and which generates partial signature auxiliary data for distributing the information of the 
secret key of the owner of the mobile agent to... ... calculation for the partial signature auxiliary data 

generated by the partial signature auxiliary data generation means, andeach remote host includes: an 
agent execution environment corresponding to the remote host for letting the mobile agent 
execute its program code: a partial signature calculation means to which signature target data, the 
signature target data being target data to which a digital... Basic Derwent Week: 200158 
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I ntelligent TV system for satellite broadcasting - outputs non-changing image codes such 
that complete non- changing image shifting occurs during modification of changing image 
according to camera position to obtain narrow bandw idth signals 
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Abstract: 

facilitates usage in remote imaging. A high definition sound and image signals is generated by 
transmitting them in narrow bandwidth line. The data for broadcast, CD and other data is retrieved 
easily from the data stream packets. DESCRI PTION OF DRAW! NG(S) - The figure shows the block 
diagram of intelligent camera and... 

Claims: 

said signals from said microphone means to said camera means and said camera processor means, 
said camera means including in said digital image codes, a corresponding sound code for said 
image: studio processor means having an operator input device for manipulating the digital codes 
generated by the camera processor means, said studio processor means separating the non-changing 
digital codes and changing image codes, identifying the non-changing codes... Basic Derwent Week: 
19991 1 



28/3, K/9 (Item 9 from file: 350) 

DIALOG(R) File 350: Derwent WPIX 

(c) 2011 Thomson Reuters. All rights reserved. 

Files protection method e.g. for optical writable disk - having storage layer w hich is capable 
of being disrupted w hen laser beam of sufficient intensity is focused w ith disk having 
transparent substrate layer on one side of storage layer and lacquer layer on other side 
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Abstract: 

The method involves physically embedding an identification signal group in a writable optical disk. A 
second identification signal group is stored in a file written on the writable optica! disk. On initiation 
of interaction between an interaction system and the writable optica! disk, a representation of the 
two identification signal groups is transferred to a signal processing unit of the interaction system. 
The two identification signals group representation in the signal processing unit and continuing 
interaction are compared between the interaction system and the writable optical disk only when 

the comparison between the two identification signal group representations is positive A 

transferred file is decoded prior to processing by the processing unit. Where the interaction system 
has a third identification signal group associated with it, the method involves transferring a 
representation of the third identification signal group to the signal processing unit of the 
interaction system. The third and first identification signal group representations are compared in 
the signal processing unit. Continuing interaction between the interaction system and the writable 
optical disk only when the com parison between the first and third identification signal group 
representations is positive... disruptions provided by the laser beam are selected to provide human 
readable and/or machine readable patterns. To reduce the damage to portions of the optical disk 
other than the storage layer, the storage layer is exposed to the laser beam prior to curing, or prior 
to applying and curing the lacquer layer. The optica! disk can be of the type with data written 
thereon during fabrication, or the disk can be of the type in which data can be impressed thereon after 
fabrication of the optical disk. The patterns on the optical disk can be in the form of optical bar 
codes. I n one application of the present invention involving the type of disk on which data can be 
written after fabrication... 

Claims: 

A method of protecting files stored on an optical writable disk, said method comprising the steps 
of: physically embedding a first identification signal group in a writable optical disk;storing a 
second Identification signal group in a file written on said writable optical disk:on initiation of 
interaction between an interaction system and said writable optical disk, transferring a 
representation of said first and said second identification signal group to a signal processing unit of 
said interaction system ;comparing said first and said second identification signal group 

representation in said signal processing wherein said interaction system has a third identification 

signal group associated therewith, said method further comprising the steps of transferring a 
representation of said third identification signal group to the signal processing unit of said 
interaction system and comparing said third and first identification signal group representations in 
said signal processing unit and continuing interaction between said interaction system and said 
writable optical disk only when said comparison between said first and third identification signal 
group representations is positive. Basic Derwent Week: 199808 
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DRIVING MECHANISM FOR OPTI CAL HEAD FOR OPTI CAL DISC 
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ABSTRACT: 

CONSTITUTION: A magnetic circuit 22 is formed which has comparatively wide magnetic gaps 21 
extending in the direction of the radius of a disc-shaped recording medium (which is not shown in 
figure) and is closed in the terminal in the direction of the radius, and movable yokes 23 having a 
length arranged in magnetic gaps 21 . Partially narrow gaps 24 are formed, and AFC driving coils 



25 for an optical head, ATC driving coils 26, and ASC driving coils 27 are provided in relation to these 
movable yokes 23. Movable yokes 23 move in accordance with the movement of the optical head in 
the direction of the radius to... Di0 1 
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Specification : 

1 D are schematic diagrams for explaining a mini disk used in the present invention; 

Fig. 2 is a flowchart showing a process of manufacturing the mini disk in Fig. 1 ; 

Fig. 3 is a block diagram showing a bar code writer in an embodiment of the present invention; 

Fig. 4 is a block diagram showing a 4- 1 modulator in the bar code w riter of Fig. 3; 

Fig. 5 is a block diagram showing an optical disk apparatus to access the m ini disk of Fig. 1 ; 

Fig. 6 is a block diagram showing a second decoder in the optical disk apparatus of Fig. 5; and 

Fig. 7 is a block diagram showing a maximum detector in the second decoder of Fig. 6. 

DETAILED DESCRIPTION OF next step in the optica! disk manufacturing process 1, the copyright 

protective information ED outputted from a signal source 1 6 is recorded by a bar code writer 1 8, and 
subsequently the mini disk 2 is packaged and shipped. The bar code writer 1 8 modulates a high- 
output laser beam, which is emitted from a YAG (yttrium aluminum garnet) laser or the like, with the 
copyright protective information ED and then irradiates the modulated beam to an inner area of the 
m ini disk 2 to change the information recording plane of the mini disk 2 locally and unreversibly by 
the copyright protective information ED, thereby recording the copyright protective information ED. At 



this time, the bar code writer 18 records the copyright protective information ED by irradiating a 
laser beam which is radiaily iong and narrow in shape, thereby recording the copyright protective 
information ED like a bar code in a predetermined inner area of the mini disk 2. In this stage, the 
bar code writer 18 unreversibly changes the information recording film, which is composed of a 

reflective film, by irradiation of the laser beam to thereby unreversibly change the 2 containing 

the copyright protective information ED recorded as mentioned. The copyright protective information 
ED is recorded like a bar code in a predetermined inner area ARED of the mini disk 2. The area 
ARED for recording the copyright protective information ED is set to 0.8 mm in width around a 
diameter of 22.1 mm. The copyright... 
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Specification : 

and the signature data SIG1 ,ESC)) therefor, which are shown in Figs. 3B and 3C, stored in the 
securecontainer 1 04 recorded on the secure RAM area 1 32 of the recording medium (ROM) 1 301 )), 
are written into the work memory 200 via the medium drive SAM manager 855. I n step S51 -3, after 

verifying the integrity of KCP, P)). The signature processor 1 89 also verifies the integrity of the 

signature data SI GK1 , ESC)) stored in the key file KF, i.e., the creator of the key file KF, by using the 
public key data KESC.P)) read from the storage unit 192. Subsequently, in step S51-4, after verifying 
the integrity... 
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Specification : 

time, supplies the information on profit distribution, and receives information (a handling policy) to be 
attached to the contents, if necessary. A copying right management section 13 transmits information 
indicating results of content utilization of the user home network 5 to an organization managing 
copying rights, e.g., JASRAC (Japanese Society for Rights of Authors, Composers and Publishers). A 
key server 14 performs generation, maintenance, management of keys used for the entire system, 
and the individual key Kl)) different for. ..supplied to an authentication station 22, if necessary, and 
the delivery key Kd)) is supplied to the user home network 5 via a user management section 18. In 
addition, a public key and a secret key of the electronic distribution center 1 as well as a public key 
and a secret... 
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Specification : 

generate a key. The information converted from the sector addresses 128, 129, 130, (center 
dot)(center dot)(center dot), 32766, 32767 is recorded in the area 5 of the disc-shaped recording 
medium 1. Meanwhile, in the disc-shaped recording medium 1, an encryption key may be recorded in 
a pre-set area for address data of the disc-shaped recording medium 1 , such as in a sector 1 27. If 
data including main data is recorded in the pre-set area by a data recording apparatus, as later 
explained, an encryption key may also be recorded in the data sector. Moreover, a code of a 
producer of the disc-shaped recording medium or an ID of the disc-shaped recording medium 1 may 
be substituted for part or all of the... 
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Specification : 

10 and a single associated logical memory unit 20. Unique identifiers 42 can be readily provided by 
use of non-repeating sequences of numbers or codes, if different producers are likely to use the 
same numbers, then It is also desirable that producer identification also be included In the identifiers 
42 to ensure uniqueness. The identifier 42 is printed on a film unit 10 or recorded in some other 
manner, such as digital recording on an area of magnetic or optical recording media. The identifier 
42 is human or machine-readable or both prior to exposure of images, it is preferred that the 
identifier 42 be recorded independently... 
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Claims: 

of the program information recorded in the program area, a classification of the program information 
recorded in the program area, and a name of a producer: a code determining whether or not the 
letter information associated with each program information type recorded in the program area can 
be copied on another recording medium ; a code identifying a conversion code format of the letter 
information associated with each program information type recorded in the program area; a code 
identifying... decoding; and display means (58) for displaying the decoded character information from 
the decoding means. 

1 8. The system as claimed in claim 17, wherein management area of the disc-shaped recording 
medium is recorded with a plurality of identifiers for identifying the type of the character information, 

the plurality of identifiers including at least three of the of the program information recorded in 

the program area, a classification of the program information recorded in the program area, and a 
name of a producer; a code determining whether or not the character information associated with 
each program information type recorded in the program area can be copied on another recording 
medium ; a code identifying a conversion code format of the character information associated with 

each program information type recorded in the program area; a code identifying of the program 

information recorded In the program area, a classification of the program information recorded in the 
program area, and a name of a producer: a code determining whether or not the character 
information associated with each program information type recorded in the program area can be 
copied on another recording medium ; a code identifying a conversion code format of the character 
information associated with each program information type recorded in the program area: a code 
identifying... 
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Specification : 

ROM disc and security check method for the same. A security code is recorded in a predetermined 
code region in a sector of a boot sector in the innermost track of the CD ROM disc. The security code 
indicates that the CD ROM disc is duly licensed, namely by a television game machine producer. The 
security code further may contain a program to be executed after a checking operation of the security 
code. This document does not disclose a special modulation scheme... 
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Detailed Description: 

etc. being included in outputted main 15 data. However, where the control data is not iegal or there is 
no control data in the contents authoring code fiie, the CPCC generates and outputs control data 

containing a CP! flag fixed at 'CPI-Rag=l' and wrong CPI or no CPI. In particular the generated 

CSi being included in the outputted control data and the others being included in the outputted main 
data, respectively. Fig. 1 0 is a block diagram showing the configuration of an optica! disc device for 
reproducing the BD-ROM according to the second embodiment of the present invention while judging 
whether it is an illegally copied disc. As... 
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Detailed Description : 

number of times on any compatible (vector-decoding-enabled) player having firmware enabling 
playback of the vector-encoded audio file, indicated at Block 1 1 1 . A distributor I D code may be used 
initially in place of a host-ID code, and is recognized by the player as permitting full playback of the 
audio file from the CD. However, when the vector-encoded audio file is copied ("ripped") from the CD, 
at Block 1 1 2, or down loaded from the Internet, at Block 1 1 3, to a host environment, such as a 

persona! computer (PC) indicated audio file before playback, at Block 116. If the audio fiie has 

been loaded from a legitimately purchased CD, the WaveTrace player checks for the distributor s I D 
code, at Block 117. If the distributor's I D code is recognized, the WaveTrace player changes it to a 
host-ID code identifying the user as... 
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Detailed Description: 

CD formats can be found at the following web site, www.ee. wash in i zton . edu/conseiec/ CE/ k- 
uhn/cdaudio2/ 95x7. htm . The audio on a CD is divided into a maximum of 99 tracks. Each track must 
be at least four seconds in length, and a pause of two seconds may be inserted between tracks. The 

audio may be should be included to identify that track uniquely. The ISRC comprises 12 

characters divided as shown in the table below. 
Length (chars) Description 

2 Country code 

3 First owner (allocated by Phonographic Performance Ltd for audio) 
2 Year of recording (the last two digits) 

5 Designation code ( ...a table of contents (TOG). The TOC usually includes the timecode for each 
track (as minutes, seconds and sometimes frames) and is used to enable CD players to "know" where 
each track is on the CD. The TOC may also define the track type which, for some CD fonnats, can be 
audio or data. In addition to the main data channel (which may contain audio or other, data), there 
are eight subcode channels... 
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Detailed Description: 

as a musical CD-ROM, DVD or a soft-ware installation CD-ROM disc. Further pressing of the drive D 
display icon displays data from CD ROM area 1 60, and initiates an identification process. The 
computer ...ROM data uploaded into the CPU of the PC directs the PC back to card 1 00 to locate the 
necessary validation inforrilation including card owner passwords, codes, and other security tools. 
The card access control information can also be stored on both the card CD or DVD ROM recordable 
area 1 60 as well as chip 1 02 ROM and RAM and EPROM regions. However, chip 1 02 cannot be 
accessed throuoh its electrical contacts of terminal 170. ..and EPROM areas is enabled through tile 
input/output region of optical data area 140. As a result Of Start-Lip operating instructions read from 
area 1 60, the computer CD or DVD drive reading lens beam is directed to read specific sector of 
tracks on card 100, which are in effect optical data area 140. Data emission... 
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Claims: 

the software which is accessing the watermarkwhere license information consists of one or moreof the 
following items:owning organization name; Persona! Owner name;Owner Address; License code 
; Software serialization number; Distribution parameters; Appropriate executable general 
computingdevice architecture; Pricing; andSoftware Metering details. 

3 The method of claim 1 further comprising the via a transmission means, from a publisher to a 

subscriberwherein transmission means can selected from thegroup ofsoft sector magnetic disk 
media; hard sector magnetic disk media; magnetic tape media:optical disc media; Digital Video Disk 
media; magneto-optical disk media;memory cartridge; telephone lines; 1 6SCSI ; is Ethernet or Token 
Ring Network; ISDN; ATM network: TCP. .. 
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Specification : 

the distributor code for a distributor authorized to distribute the content file and a key code that is 
formed as a combination of the identification code and the distributor code. The terminal device 
needs to have the key code that matches the identification code and the distributor code in order 
to properly receive and use the content file. The administrator may distribute several key codes each 



representing a different content file or a the terminal devices 40 and 60 may be constructed in a 

similar manner. The data 60 may be a locally-stored medium such as a CD-ROM, a magnetic diskette, 
a tape, etc, or the data may be accessed through a network such as the Internet or the data 60 
may... 
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Specification : 

present invention. One or more contents # 1 , #2, and # N and an international standard recording 
code (I SRC) given to the contents are recorded in an optical disc 1 , which is a recording medium 
according to the present embodiment. The ISRC code is an international standard code used for 
distinguishing music, songs, music videos and is given by the Recording Industry Association of 
America (RIAA). The ISRC code includes country code, copyright holder code, year of recording, 
and recording number. A reproduction apparatus 1 0 includes an identifier generator 1 1 , a controller 

12, a network connector 13, a reading unit recorded in the storage medium 1 . The identifier 

generated according to the present invention is the ISRC code. The ISRC code is read from the 
optical disc 1 by the reading unit 15 and is provided to the identifier generator 1 1 . The network 
connector 13, which is a connection interface to be... 
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Detailed Description : 

variety of content - media II 2, including, but not limited to a DVD, high definition DVD, Video 
Compact Disc (VCD), Super VCD (SVCD), Super Audio CD (SACD), and the like. For example, secure 
content may be copied and distributed on a Dynamic Digital Sound (DDS) content media. Moreover, 
distributor 106 may also copy and distribute secure content on a Read/Write DVD, CD-Recordable 
(CD-R) , and substantially sim ilar content media. Distributor 1 06 is not lim ited to copying and 
distributing secure content --WO 2004/084035 PCT/US2004/008202 on DVD and CD content media 
technologies, and virtually any other content media technology may be employed without departing 
from the scope of the present invention.. Distributor 106 may receive one or more screener keys 
associated with the one or more key packages. Distributor 1 06 may also receive authorization 
information from a variety of trusted sources that indicate whether a user has authorization to access 
the secure content. Provided... 
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Detailed Description : 

this manner, the data is kept secure in the event that the invention is lost or stolen. Although the data 
can be read in any CD ROM recorder, encryption keeps the data from being used in a fraudulent 
manner. 

[001 9] Prior art, such as credit cards, make use of the owner's cursive signature to be used in 
comparison to signify proper- and iegal-use. -This invention,- in one of its forms, allows the owner's 
cursive signature to be digitally scanned and stored... 
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Detailed Description: 

the distributor code for a distributor authorized to distribute the content file and a key code that is 
formed as a combination of the identification code and the distributor code. The terminal device 
needs to have the key code that matches the identification code and the distributor code in order 
to properly receive and use the content file. The administrator may distribute several key codes each 

representing a different content file or a the terminal devices 40 and 60 may be constructed in a 

similar manner. The data 60 may be a localiy-stored medium such as a CD-ROM. a magnetic diskette, 
a tape, etc. or the data may be accessed through a network such as the Internet or the data 60 
may... 
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It is highly desirable to use simple and effective multiple access coding and decoding techniques which 
are capable of multiple access function and error control. The collaborative coding multiple access 
(CCMA) techniques potentially permit efficient simultaneous transmission by several users sharing a 
common channel, without subdivision in time, frequency or orthogonal codes. The authors 
investigate the performance of uniquely decodable CCMA schemes employing hard decision and 
maximum likelihood decoding techniques. A low complexity maximum likelihood decoding technique is 
presented. The reliability performance of various coding schemes employing these decoding 
techniques are carried out in the presence of AWGN conditions. The simulation results are presented 
In the form of symbol and codeword error rates as a function of signal to noise ratios. It is shown that 
uniquely decodable CCMA schemes permit the multiple access function to be combined with that of 
forward error correction. 
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CROSS PARITY CHECK CONVOLUTION CODES FOR MAGN ETi C TAPE. 
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Document Type: Conference Paper; Conference Proceeding Record Type: Abstract 
Language: English Summary Language: English 

Summary form only given. The authors define and analyze cross parity check (CPC) convolutional 
codes, a class of error-control codes with both interesting theoretical properties and practical 
implementation advantages. CPC codes evolved from ideas used in an error-control scheme 
implemented on the IBM 3480 tape subsystem. The authors begin by placing both the 3840 code and 
its variation in a firm convolutional code context; specifically, they construct parity check matrices and 
describe systematic generators for these codes. They use the insight gained to define the class of CPC 
codes and to construct canonical parity check and generator matrices. They then prove that CPC codes 
are, in fact, maximum distance separable (MDS) convolution codes. The authors demonstrate how 
CPC encoding/ decoding delay can be shortened by 'folding' the parity check lines by dividing each 
term in the parity check matrix by some fixed polynomial, keeping only the remainder. I n particular, 
they give a class of polynomials that, when used in this way, produce a code that is not only still MDS, 
but also retains much of its geometrical regularity. 
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Smartcards are becoming an integral part of public key infrastructures since they are separate 
computing devices that can store and utilize private keys without ever revealing them. Since the 
private keys are generated, stored, and used onboard to sign/decrypt data, smartcards are ideal when 
in the hands of a trusted private key owner. But, It is well known that nonreputabiiity is only achieved 
when the private key owner does not expose his or her own private signing key. This implies that a 
very strong threat mode! exists in smartcard security: the user is not trusted to keep his or her own 
private key secret. It is a point in fact that corporations worldwide are concerned with this very 
problem and are making efforts to ensure that their employees cannot disclose their own signing 
private keys. An employee that could do so could later repudiate signatures on purchase orders, sales, 
and other legally binding transactions. A weakness in smart card PKI certification is shown that allows 
users to spoof the key generation processes on their smartcards and in effect grant them access to 
the bits of their private keys. A simple countermeasure is given that thwarts the possibility of this 
attack. ( 1 1 refs.) 
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Polynomial GCD (greatest common divisor) finding is an important problem in algebraic computation, 
especially in decoding error correcting codes. The authors show a new systolic array structure for 
the polynomial GCD problem using a systematic array synthesis technique. The VLSI implementation 
of the array structure is area-efficient and achieves maximum throughput with pipelining. The 
dependency graph (DG) of the Euclid GCD algorithm is drawn using iterated polynomial division. The 
resulting DG is data-dependent and variable-sized. The authors consider the worst-case 
implementation to make the DG data-dependent and fixed-size, where data-dependences are hidden 
inside by introducing four different working modes in each DG node. This novel approach requires just 
a few additional multiplexors and can be generalized for other data-dependent and variable-sized 
computation. The authors then map the DG to a one-dimensional systolic array using a linear 
mapping. The new array structure has m 0 + n 0 + 1 processing elements, where m 0 and n 0 are degrees 
of two polynomials. It can find a GCD of any two polynomials of total degree less than or equal to m 0 
+ n 0 . The block pipeline period is one, which means that it can start a new GCD computation 
immediately in the next cycle. Unlike the array of Brent and Kung, a pre-processing step for extracting 
a common factor X' is not necessary and the size of the processing element (PE) does not depend on 
m 0 and n 0 . The authors extend this new array structure to the extended polynomial GCD algorithm, 
which is closely related to the decoding of BCH and Reed-Solomon codes. To verify the structure, they 
have used the VERILOG simulator, and implemented a 2 mu CMOS test chip. ( 7 3 refs.) 
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Decoding algorithm of noncyciic Reed-Solomon codes consists of four steps which are to compute 
syndromes, to find error-location polynomial, to decide error-location, and to solve error-values. There 
is a decoding method by which the computation of both error-location polynomial and error- 
polynomial can be avoided in conventional decoding methods using Euclid algorithm. The 
disadvantage of this method is that the same amount of computation is needed that is equivalent to 
solve the avoided polynomial. This paper considers the division method on polynomial on GF(2 m ) 
systematically. And proposes a novel method to find error correcting polynomial by simple 
mathematical expression without the same amount of computation to find the two avoided 
polynomials. Especially, the authors propose the method by which the amount of computation to find 
F (x) from the division M(x) by x, (x-1), . . ., (x- alpha"" 2 ) respectively can be avoided. By applying 
the simple expression to decoding procedure on RS codes, the authors propose a new decoding 
algorithm, and to show the validity of present method, computer simulation is performed. ( 11 refs.) 
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The problem of increasing the efficiency of utilizing the frequency and power resources of information 
transmission systems is of great importance. One method for solving this problem is the matching of 
correcting codes with multiposition signals, achieved through the use of generalized cascade codes 
(GCC), whose internal codes form a system of embedded signal ensembles while the external codes 
are correcting codes. The authors discuss the coding and decoding of GCC and use the partial case 
of information transmission over a channel without memory, with additive white Gaussian noise of 
zero mean and variance, as an example. The method of ' soft' decoding of majority codes which have 
been matched with APM (amplitude-phase modulation) signals, and the method for calculating the 
empirical probabilities described, make it possible to synthesize GCC codecs with the described 
structure. Their use makes it possible to increase the power gain as a result of coding. ( 4 refs.) 



23/5/25 (Item 18 from file: 2) 

DIALOG(R) File 2: INSPEC 

(c) 2011 The IET. All rights reserved. 

Low cost security solutions for personal computers 

Author(s): Schultz, J.B. 

Journal: Signal , vol.44 , no. 3 , pp. 71-4 

Country of Publication: USA 
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Personal computer security advances in hardware and software systems are emerging in a host of new 
products in the commercial marketplace with applications to the Department of Defence and other 
government agencies. Designed for office and limited tactical applications, several of these off-the- 
shelf hardware and software devices commerciaily available cost less than $300. Security features In 
some of these combination hardware/ software or software only systems include the following: (i) 
automatic encrypt ion/ decrypt ion of file directories; (ii) owner identification codes and passwords; 
(iii) secure transmission over modems; (iv) flexible security hierarchy. ( 5 refs.) 
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Journal: Funk-Technik , vol.41 , no. 6 , pp. 249-51 

Country of Publication : West Germany 

Publication Date: June 1 986 

Language: German 

Document Type: Journal Paper (JP) 

A simple procedure for the home programming of a novel video recorder using videotext to accept TV 
transmissions according to the VPS system, now widely employed by the two German networks (ARD, 
ZDF), is described in general terms. The recorder is the VPV model (acronym for videotext- 
programmed video-recorder), from the Thomson (old SABA) plant in Viliengen. An additional bonus is 
the ability to display videotext pages via this recorder on any TV receiver, i.e. not having a videotext 
decoder. The author presents hexadecimal code words and equivalent screen symbols of the 7 
controls and reproduce examples of a stored VPS program and selections from daily programs. ( 
0 refs.) 
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An integrated approach to CD players. 1 1 . The decoding electronics 
Author(s) : Nijhof, J. 

Journal: Electronic Components & Applications , vol.6 , no. 4 , pp.21 6-22 

Country of Publication : Netherlands 

Publication Date: 1 984 

Language: English 

Document Type: Journal Paper (JP) 

For pt.l see ibid., vol. 6, no. 4, p. 209-15 (1984). Until now, no compact disc (CD) player has made full 
use of the error-correcting capability of the CD system's cross-interleaved Reed-Solomon code 
(CI RC). The author describes a decoder that can make the maximum four erasure corrections of this 
code. For errors that cannot be corrected by the CIRC, the decoder performs a basic interpolation. For 
full-performance players, a circuit that has an 8-sample interpolator and a new FIR digital filter with 
four times over sampling is available. I n combination with a low-order analog filter, this digital filter 
produces no detectable sound coloration of the audio. ( 3 refs.) 
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This paper describes some properties of exponential modulo a polynomial and suggests its use for 
encryption in a mode that can be cryptoanalysed in approximately 0(pd s ) time, where d is the size of 
the message frame and p is the prime modulo which the rankwise computations are carried out. While 
for sufficiently large pd(~ 1 0 5 ) this appears to provide a one-way function which can be used in a 
public-key cryptosystem , the author shows that since encrypt ion -decrypt ion effort is defined in 0(d 2 
log pd log log p) time, a practical application of the proposed algorithm would be either in a secret key 
or in a tamper-proof, hardwired secret polynomial system. ( 8 refs.) 
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A modified learning rule of the neural network for error correcting decoding 
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Document Type: Feature Article ISSN: 0893-6080 Language: English Record Status: Corrected or 
revised record 

In a discussion of the 1994 article by Esposito et ai. describing a neural network for error correcting 
decoding of binary linear codes, the writers propose a modified learning rule for the neural network 
described. Using the new training and tuning method, it is proved that the network can be extended 
for all binary linear codes and complementary codes regardless of their maximum Hamming weights. 
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Source code to be protected, a software application writer's private key, along with an application 
writer's license provided to the first computer. The application writer's license includes identifying 
information such as the application writer's name as well as the application writer's public key. A 
compiler program executed by the first computer compiles the source code into binary code, and 
computes a message digest for the binary code. The first computer then encrypts the message digest 
using the application writer's private key, such that the encrypted message digest is defined as a 
digital 'signature' of the application writer. A software passport is then generated which includes the 
application writer's digital signature, the application writer's license and the binary code. The software 
passport is then distributed to a user using any number of software distribution models known in the 
industry. A user, upon receipt of the software passport, loads the passport into a computer which 
determines whether the software passport includes the application writer's license and digital 
signature. In the event that the software passport does not include the application writer's license, or 
the application writer's digital signature, then the user's computer system discards the software 
passport and does not execute the binary code. As an additional security step, the user's computer 
computes a second message digest for the software passport and compares it to the first message 
digest, such that if the first and second message digests are not equal, the software passport is also 
rejected by the user's computer and the code is not executed. If the first and second message digests 
are equal, the user's computer extracts the application writer's public key from the application writer's 
license for verification. The application writer's digital signature is decrypted using the application 
writer's public key. The user's computer then compares a message digest of the binary code to be 
executed, with the decrypted application writer s digital signature, such that if they are equal, the 
user's computer executes the binary code. 
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An authoring system authors content data for distribution through an information terminal by 
encryption for copyright protection. The system includes an authoring device and an authoring key 
generator. The generator generates a content identifier uniquely allocated to each of the content data, 
an authoring key enabling key uniquely allocated to the authoring device, and an authoring key 
obtained by encrypting a content key for encrypting the content data and a second content key using 
the CI D and the CEK. The second content key is formed by encrypting the content key using a root 
key. The authoring device has a unit which decrypts the content key and the second content key 
using the CI D and the CEK, and a unit which encrypts the content data using the decrypted content 
key to generate authored encrypted content data. 
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One major application domain for digital watermarks is copyright protection. Besides the design of 
watermarking algorithms, technologies for copyright holder identification have to be investigated. To 
ensure authenticity of an individual person, a wide number of biometric procedures exist. We define 
and describe new biometric watermarks, which denote the application of biometric reference data of 
individuals within digital watermarks to identify and verify ownership. Amongst the two classes of 
physiological and senso-motoric biometric schemes, the later appears more appropriate for biometric 
watermarks, as only these provide implicit expressions of intention. As such, we choose on-iine 
handwriting as an appropriate base technology for our three new scenarios in biometric watermarking. 
In the first approach, embedding keys are being generated from biometric reference data, which 
requires stable and robust features and leads to rather complex keys. To overcome the complexity 
boundaries, the second approach develops a biometric reference hash, allowing key look-ups in key 
certifying servers. Although this proceeding leads to less complex keys, it still requires stable features. 
The third approach describes the embedding of biometric reference data within a watermark, allowing 
owner verification by more variant features, but limitations apply due to capacity of watermarking 
systems and also protection of the reference data is required. While most handwriting-based 
verification systems are limited to signature contexts, we discuss two additional context types for user 
authentication: passphrases and sketches. 



28/5/2 (Item 1 from file: 2) 

DIALOG(R) File 2: INSPEC 

(c) 201 1 The I ET. All rights reserved. 

An introduction to servo pneumatic positioning: an interactive multimedia program 
development supporting outcome-driven engineering assessment 

Author(s) : Ranky. P.G.; Ranky, M.F.; Flaherty, M.; Sands, S.; Stratful, S. 

Journal: European Journal of Engineering Education , vol.23 , no. 3 , pp. 339-52 

Publisher: Carfax 

Country of Publication: UK 

Publication Date: Sept. 1 998 

Language: English 

Document Type: Journal Paper (JP) 

Servo pneumatics retain the advantages of standard pneumatics and add the opportunity for closed- 
loop controlled, programmable positioning to within fractions of a millimeter in systems in which 
positions can be approached rapidly and without overshoot, stability under variable loads and 
conditions, and adaptive control for optimized positioning. The authors' challenge was to create an 
interactive multimedia program that could communicate exciting technical material to interested 



parties, including students and academia, professional design, industrial and manufacturing systems 
engineers, marketing and sales engineers and managers in a nonlinear, enjoyable fashion. Their 
approach was that of interactive multimedia on CD-ROM, allowing the integration of text, color 
images, videos and animation for the purpose of following an engineering problem-solving approach, 
both when modeling, as well as when illustrating real-world solutions with interactive digital videos. 
Furthermore, this article introduces outcome-driven assessment principles (as defined by the 
American Accreditation Board of Engineering Education) as the key to the authors' educational 
multimedia design objectives. It illustrates open-loop controlled pneumatic and closed-loop controlled 
servo pneumatic positioning systems, their components, their programming and some of their 
applications. ( 21 refs.) 
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The literature of CD-ROM has exploded in the last several years. As CD-ROM technology demonstrates 
its staying power and continued growth, publishers have turned out more sources for interested users. 
The author provides some key books, both directories and other resources, to keep in mind whether 
you need to purchase CD -ROM products or just learn more about what's going on in the world of CD- 
ROM. ( 0 refs.) 



28/5/4 (Item 3 from file: 2) 

DIALOG(R) File 2: INSPEC 

(c) 2011 The I ET. All rights reserved. 

Performance of modulation codes in various optical recording media 
Author(s) : van Uijen, C.M.J. 1 ; Spruit, J.H.M. 1 
Affiliation(s) : 

1 Philips Res. Labs., Eindhoven, Netherlands 
Journal: Japanese Journal of Applied Physics, Part 1 (Regular Papers & Short Notes) , vol.31 , no,2B 
, pp. 670-9 

Country of Publication: Japan 
Publication Date: Feb. 1 992 
Language: English 
Document Type: Journal Paper (JP) 

The performance of modulation codes has been measured in ablative and magneto-optic recording 
media as well as in mastered direct discs. The modulation codes studied include NRZ (i.e. the 
uncoded bit stream), runlength limited sequences, multi-level recording schemes, and differentially 
detectable codes. The authors also studied the performance of codes when the optical channel is 
equalised, particularly the case of partial response detection of NRZ. The general conclusions are that: 
(1) differentially detectable codes require the full penalty in data density caused by the loss in code 
rate, (2) multi-level recording does not offer significant advantages, and step-constrained multi-level 
codes perform worse than their unconstrained counterparts, (3) runlength limited sequences are 
useful codes to enhance the density while offering additional practical advantages, and (4) partial 
response detection of uncoded bit streams transmitted through an equalised optical recording channel 
achieves the highest density. ( 12 refs.) 
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The digital watermarking has been proposed to protect copyright by embedding an invisible signal. We 
present a private/public key watermarking technique robust to spatial scaling. The private key is used 
to identify the copyright owner of digital video data, while the public key is used to embed copy 
control data. The proposed algorithm uses a synchronization code to accomplish the robustness to 
spatial scaling such as aspect ratio conversion and resampling for a spatial scalability hierarchy. We 
performed MPEG2 video compression for test sequences to evaluate the degradation of image quality 
caused by watermark insertion. In order to evaluate the geometrical robustness, we have performed 
16:9 or 4:3 aspect ratio conversion for test sequences. We obtained watermarked frames that have no 
perceptual difference from the original frame and the geometrically robust watermark algorithm. ( 
7 0 refs.) 
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An authoring system authors content data for distribution through an information terminal by 
encryption for copyright protection. The system includes an authoring device and an authoring 
key generator. The generator generates a content identifier uniquely allocated to each of the content 
data, an authoring key enabling key uniquely allocated to the authoring device, and an authoring 
key obtained by encrypting a content key for encrypting the content data and a second content key 
using the CI D and the CEK. The second content key is formed by encrypting the content key using a 
root key. The authoring device has a unit which decrypts the content key and the second content 
key using the CI D and the CEK, and a unit which encrypts the content data using the decrypted 
content key to generate authored encrypted content data. 



